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TecT Bcelt MHPPACTPYKTYPbI B IYMHOM pexume

TecT BCcei UHGPACTPYKTYPbI B LULYMHOM peXxxume

Cratyc B npouecce

HenpepbiBHbIM aHaN3
N ycuneHne kKnbepsawmTbl

02:44:12

Hauvano MpofgonXuTenbHoOCTb

11:00, 12 AsrycTa 3 yac 00 MuH
foid
Mnatdpopma Autopentest co3gaHa B oTBeT Ha
aKTyaJsibHble Bbi30Bbl B chepe knbepbeszonacHocTu. © 1Pe (€)m (@) e (2%
CncTemMa aBTOMATU3MPYET TECTUPOBAHME 3aLLUNTbI 5 TPown nenrecra
KoprnopaTuBHon UT-MHPpaCTPyKTYpbI 1 No3sBossaeT e
{ KputunuHo
38K33'-IVIKaM 6e3 anBnequ Mﬂ y3K0npo¢Mn bHbIX ) > 192.168.0.1 - 192.168.0.100 192.168.0.151 -
OUCHKa DHCKE 192168111  192.168.21.1 - 192.168.21.251
3KCNepTOB MK TPETbUX NN, BbICTPO 1 He3onacHo e 1
BbINOJIHATL HEMPEPbIBHbIN MNEHTECT ceTen NobbIX
Pa3sMepoB v KOHPUIrypaLm.

HostDiscovery

VerifySMBSigning

AKTyaJibHble Bbi30Bbl

C KaxXabIM AHEM Knbepyrpo3bl CTaHOBATCA 6os1ee YacTbiMM,
arpeccuBHbIMWN U C/TIOXKHbIMK, @ COBOKYMHbIN yLLlep6 OT XakepcKnx
aTak M3mMepsaeTca MuaaMapaamn. B To xe Bpemsa aedunumt
KBaNMPULIMPOBAHHbIX CNELIMANNCTOB MO MHPOPMALIMOHHOMN
6€30MacHOCTM 3HaUYNTEIbHO 060CTpAET Npobaemy.
OpraHu3aumam 13 itobbix oTpac/ien Hy>KHa YBEPEHHOCTb B TOM,
yTO MX pelleHns B chepe knbepbesonacHocTn paboTatoT
OeNCcTBUTEsIbHO 3)PEKTUBHO.

ABTOMaTM3aLMA NPOLLECCOB KN6ep3aLUThbl — KJ10Y K NpeaoTBPaLLeHuIo
COBpPEMEHHbIX yrpos!

Y3HaTb 60/iblle
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Offensive Secu

rity - BarnaHure

Ha CBOIO CeTb IN1ia3aMM XaKepa

N

LA

JKcnepTbl No MHPOPMALMOHHON 6e30MacHOCTN MOHMMALOT, YTO A4J1A CO3AaHMA
3bdeKkTUBHON KMbep3aLnTbl HEOHXOAMMO NCNOJIb30BaTb OMbIT XakepCkoro
coobuecTsa. [19 aHaIM3a CBOMX CETEN BaXKHO NMPUMEHATL T€ XXe UHCTPYMEHTbI,
KOTOPble NCMOb3YIOT 3/I0YMbILLIEHHMKM B peasibHbiX aTakax. Noaxon Offensive Security
NO3BOJIAET BbINOJIHATb PEAJIbHYHO OLLEHKY 3aLUMLLEHHOCTUN C Y4ETOM BCEX BHEAPEHHbIX B
OpraHmM3aLmm MHCTPYMEHTOB 6e30MacHOCTW. MNpy 3TOM eXeroAHbll NEHTECT OTAE/IbHbIX
CEerMeHTOB CETU MUJIN NOBEPXHOCTHOE CKAHNPOBAHME CTaTUYECKMX YA3BMMOCTEN He
NMo3BOJIAIOT CNPABUTbLCA C 3TOM 3aJa4en.

Mnatdopma Autopentest mogenMpyeT MbilLIEHNE U AEeACTBUA Xakepa, Urpas poJib
OMMOHEHTa A1 KOMaHAbl Knbepbe3onacHOCTU. BUPTyanbHbIN «3/1I0YMbILLIEHHUKY,
6e30MacHo AJ19 OpraHn3aumm, MpMMEHSET aKTyaslbHble XakepCcKne TEXHUKM U BbiSBNSET
cnabble MecTa B OKpY>KeHMMW, KOPNOPATUBHbIX MOJINTUKAX W MOBeAEeHMN NOJIb30BaTeseN.
Cncrema BM3yasiM3npyeT NOLIAroBble LLEeNoYkM aTak N AEMOHCTPMPYET MPUOPUTETDI MO
YCTPAHEHMIO YSI3BUMOCTEN, ONACHbIX AJ1 CETU B KOHKPETHbIN MOMEHT BpeMeHWN. BMecTo
TeopeTMYeCcKom OLEHKM pNCKoB, GOKYC BHUMAHUA HanpaBJ/ieH Ha AeNCTBUTENIbHO
KPUTUYHbIE Yrpo3bl, NOATBEPXAEHHbIE HA NPaKTUKE.

HenpepbiBHbIV aHaNN3
Knbep3awmnThbl

CoBpeMeHHble ceTu AnHaMnYHbl. OHK HenpepbiBHO

MEHSAIOTCA N3-3a NOABJIEHNA B HUX OOHOBIEHWNI, HOBbIX
YCTPOMCTB, M0JIb30BaTeIEN, MPOrPaMM 1

il B e el E - - - - KoHodUrypaumin. BMecTe C 3TUMM N3MEHEHNAMU

MeHAeTCA NOBEepPXHOCTb aTakn, MO3TOMY Ba>XHO
NOCTOAHHO BbINOJIHATb OLLE€HKY KM6ep3aLL|,MTbI n

Mnatdopma Autope
TeCTUpPOBaTb U ycun

CBOEBPEMEHHO pearnpoBaTh Ha HOBbIE Yrpo3bl, YTOObI
yAep>XnBaTb KN6eppUCKN Ha MPMEM/IEMOM YPOBHE.

ntest no3BosiIAeT 3aKa34MkKamM HenpepbIBHO
MBaTb CBOK KM6ep3aLnTy, CMIbHO COKPaTUTL Y3HaTb 60/1bLue

3aTpaTbl KaK Ha CaMU TeCTbl, TAK U Ha YCTPaHEHUe yHBBVIMOCTeFI.
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